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> Enfase do curso

® I[Linguagem C, um pouco de Python:

Internet, TCP/IP, Wireless, p2p

Interconexdes para high performance computing
Network Hacking: theory, tools & programming

Demais tépicos de interesse dos estudantes



> Objetivos da Aula

® Basico de TCP/IP imprescindivel p/ labs
® Enderecamento
® Roteamento
® IPv6
® Cobertura aprofundada serd dada no decorrer do curso

((A idéia & que, agora que ja vimos no curso algumas apresentagdes e

aplicag¢des gerais, estes slides descam um nivel a mais de profundidade para
motivar o curso de redes partindo de uma visdao ainda alto nivel porém agora
funcional, Util e mais concreta de um programador e administrador de redes))
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> Idéias basicas

® Primeira passada geral nos conceitos com a figura anterior
® Definimos conceitos em uma frase minima e alto-nivel:
®@ IP - garante independéncia de hardware em uma rede heterogénea
® TCP - conexdes sobre o IP - lida com perdas, app nao se preocupa
® UDP - menos overhead, sem conexdes, sobre o IP - app lida com perda
® TICMP - pacotes de controle, sobre o IP

® Portas — o qué sdo, como sdo independentes para TCP/UDP, como
funciona basicamente um servidor web e outros servigos, grosso modo.
Mostramos o arquivo /etc/services

® Ethernets - explicamos conceitos basicos
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® /etc/services

® tipo BSD/OSX

® ex
® http
® ssh

® TRC r

/private/etc/services [RO]
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Class A 01 7 8
Class A comprises networks 1.0.0.0 through 127.0.0.0. The network number is M ‘ I
_

contained in the first octet. This class provides for a 24-bit host part, allowing Notwork
- Number Host Number

31

roughly 1.6 million hosts per network.
Class B 0 2 15 16
Class B contains networks 128.0.0.0 through 191.255.0.0; the network number ‘ 10‘ ‘ I
e

is in the first two octets. This class allows for 16,320 nets with 65,024 hosts
-a]l— Network Number—m-<a——Host Number

23 24 31

each.
Class C
Class C networks range from 192.0.0.0 through 223.255.255.0, with the net- 93
work number contained in the first three octets. This class allows for nearly 2 ‘110‘ ‘ I
- Network Number - NIJ;SI:;[er’

million networks with up to 254 hosts.

Classes D, E, and F
Addresses falling into the range of 224.0.0.0 through 254.0.0.0 are either exper-
imental or are reserved for special purpose use and don’t specity any network. IP



> Enderecos para
> uso privado

Class Networks
A 10.0.0.0 through 10.255.255.255
B 172.16.0.0 through 172.31.0.0

( 192.168.0.0 through 192.168.255.0




> Informacdo adicional

® Vimos em aula, durante a

explicacdo dos slides anteriores,
algumas i1nformacoes:

Substituindo-se bit 1 na parte de
host, temos enderec¢o broadcast que
significa “todos"

Substituiond-se bit 0 na parte de
host temos o0 endereco da rede em
sS1

Por isso a contagem do numero de
hosts sempre tem 2 a menos,
conforme exemplificado em aula

® TP 0.0.0.0 significa um atalho
para esta rede (a padrdo), a rota
padrdo / roteador padrio

®@ 255.255.255.255 é& o broadcast
desta rede

®@ 127.0.0.0 - rede interna ao
computador

®@ 127.0.0.1 - interface loopback -
IP do computador em sua prodpria
rede
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> Name/address resolution

hosthame resolution

7

DNS

labtran.iprj.uerj.br

152.92.2.126

"—”’

reverse lookup

DNS

ARP

"—”’

reverse
RARP

address resolution

7

23:¢cf:d8:16:29:21



http://labcor.iprj.uerj.br

> ARP - Address
Resolution Protocol

® Exemplo linha de comando

mac-osx$ ping 192.168.1.255 # broadcast - descobre todos da rede

PING 192.168.1.255 (192.168.1.255): 56 data bytes
64 bytes from 192.168.1.106: icmp seq=0 ttl=64 time=0.091 ms
64 bytes from 192.168.1.1: icmp seq=0 ttl=64 time=1.742 ms

mac-osx$ arp -al # pling broadcast preencheu o cache de enderecos de hardware
Neighbor Linklayer Address Expire(0O) Expire(I) Netif Refs Prbs
192.168.1.1 c8:d7:19:e5:9a:66 34s 34s end 1
192.168.1.106 a8:20:66:29:19:4e (none) (none) end



> Mais atividades

® Descubra qual seu préprio IP (mesmo sem
entender tudo)

® unix$ 1fconfig
® Qual a classe do seu IP? E privado?

® O que quer dizer a netmask ou subnetmask?
veremos nos proximos slides
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> CIDR

CIDR: Classless InterDomain Routing

=Ssubnet portion of address of arbitrary length
=address format: a.b.c.d/x, where x is # bits in subnet portion of address

host

200.23.16.0/23

> part

0 00000000

>

CIDR block prefix
/29
/28
/27
/25
/24
/22

Host bits Number of addresses
3 bits 8

4 bits 16

5 bits 32

6 bits 128

8 bits 256

10 bits 1024




> Subnets

Class B
Network Part Host Part
A || A
Class B with Subnet
Network Part Subnet Host Part
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Interface
eth(
fddi0

lo

L

® simular

Address
149.76.4.1
149.76.1.1
127.0.0.

erdos -> quark

Netmask
255.255.255.0
255.255.255.0
255.0.0.0




ssssss

Network
149.76.1.0
149.76.2.0
149.76.3.0
149.76.4.0
149.76.5.0
0.0.0.0

Netmask
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
0.0.0.0

Gateway

149.76.1.2
149.76.1.3
149.76.1.5
149.76.1.2

> Exemplo: routing table

Interface
ethT
ethT
ethT
eth0
ethT
ethT

Zero a direita € como se fosse wildcard * (tudo), ou seja
149.76.5.0 —> 149.76.5.* (admite todos estes enderecos)

0.0.0.0 —>7.7.7"



> ICMP

® Internet Control Message

Protocol

® Protocolo que utiliza IP
para comunicar informacao
sobre a rede

® Mensagens de erro

® Pode ser usado para
roteamento

Type Code description
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echo reply (ping)

dest. network unreachable
dest host unreachable
dest protocol unreachable
dest port unreachable
dest network unknown
dest host unknown

source quench (congestion
control - not used)

echo request (ping)

route advertisement
router discovery

TTL expired

bad IP header



> NAT & IP Masquerade

192.168.1.0/255.255.255.0

192.168.1.2 ‘ . \
ppp0 eth0

Internet 203.10.23.1 [ — 192.168.1.1 =
PP Linux Masqueraé e 192.168.1.3 -
Router

LA

Masqueraded request Original request

From: 203.10.23.7 port 1035 From: 192.168.1.3 port 1234
Translated by masquerade router at
203.10.23.1
Original reply Demasqueraded reply
To0:203.10.23.7 port 1035 T0:192.168.1.3 port 1234
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Dynamic M
IP Addresses
10.0.0.{15-126}
10.

Dynamic
IP Addresses
10.0.1.{1-50}

Home

192.168.0.2
‘/ 192.168.1.1
\/ 192.168.0.93

PPP / Ethernet 70.231.141.59
Test Connection  70.231.143.234

Wi-Fi
Access Point

()

0

4
4k

m—

==

10.0.0.4

192.168.0.1

(&

= 10.0.0.1

A —.80
10.0.0.6

02

NAT, DNS)
ﬁ
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Public IP Addresses:
63.204.134.177
63.203.72.138
71.141.244.213
70.231.159.254
70.231.136.162
70.231.128.151

71.141.227.30

Linux PC
(router, firewall, DHCP,

10.0.0.14

10.0.0.{7-13}
10.0.0.3

DSL
Modem

10.212.2.88 Q
\/

10.212.2.112

(A

e’

10.212.2.1

$

Internal
Network

Coffee House

71.134.182.214

S

DMZ
g Network

12.46.129.3

SN

10.59.1.37

)
@ outer

Firewall

12.46.129.28



NAT translation table

2: NAT router WAN side addr

LAN side addr

changes datagram
source addr from
10.0.0.1, 3345 to

138.76.29.7, 5001

10.0.0.1, 3345

138.76.29.7, 5001,
updates table

/
S:138.76.29.7. 5001 |
D: 128.119.40.186, 80

,’/—@ 4
7 =

138.76.29.7
_/l

" S:128.119.40.186. 80
,, D:138.76.29.7, 5001 '@"
3: reply arrives

dest. address:
138.76.29.7, 5001

1: host 10.0.0.1
sends datagram to
128.119.40.186, 80

S: 10.0.0.1, 3345
D: 128.119.40.186. 80

/-

10.0.0.4

10.0.0.1

10.0.0.2

S:128.119.40.186, 80
D:10.0.0.1, 3345

k-

_/}

4: NAT router

”10003

changes datagram

dest addr from

138.76.29.7, 5001 to 10.0.0.1, 3345
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> IPv6 - primeira passada

® Auto-configuracao melhor

® 128bit
® QoS
fe80:0010:0000:0000:0000:0000:0000:0001
fe80:0010: : 1 ® ping6, tracerouteb6, etc.

2001:0000:0000:2080:0000:0000:0000:0001 ¢ ifconfig | grep ineté6

% 2001::a080::1
2001:0000:0000:a080::1

® tunnel IPv6

® 2 apresentacoes do NIC
§Qé)#0°°%
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Bibliografia

» Updated Classic!
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O objetivo aqui foi dar uma primeira
passada nos conceitos. Estudar:

Linux Network Administrator’s Guide
Cap. 1, 2 completos
Cap 9 exceto comando iptables
IPv6: cap 13
slides IPv6 do NIC

(comandos nao sdo exigidos na Pl mas ajudam no
entendimento e poderdo valer ponto extra na prova)

>> Ver biblioteca no UERJ. tk
wiki.nosdigitais.telia.org.br/RC



http://wiki.nosdigitais.teia.org.br/RC

